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Abstract

Thiswhite paper demonstrates how VMware' s Site Recovery Manager enables the design of a powerful yet
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Executive summary

Today' s data center is a product of change. Technological progress and business growth have added to the
complexity of IT infrastructure with new operating system, storage, database, and network technologies.
Along with technologies, data center uptime has grown increasingly important for corporations. Even in the
event of adite failure or system failure caused by hardware malfunction, corporations must continue to
safeguard critical business data such as customer information and rapidly restore system functionality to
ensure continuing services. Interruptions or outages affecting important services pose serious threats to the
entire business; in certain cases this can result not just in lost income, but in serious damage to the
confidence of customers and associated companies. At the same time, data is one of the most critical assets
for any company. Corporate data, for example, payroll or employee information, client records, valuable
research results, financial records, or history information, can require both significant sums and effort to
reconstruct or regenerate once logt, if thisis even possible. In some cases such dataloss may impair a
company’s capacity to continue operating.

Smaller businesses, with limited budgets and staff, are typically turned off by the costs and stringent
requirements as well as complexities and hence are left with few options for protecting their applications
and business. To make matters more complex, more and more mission-critical business applications are
now logically combined into distributed, multi-tier (also called n-tier) client/server platforms. Although the
use case discussed in this white paper only involves the recovery of an Oracle 11g database leveraging
EMC® CLARiiON® MirrorView™/Asynchronous technology, it can easily be adapted to recover multi-tier
environments such as Oracl€e’ s E-Business Suite. Companies that have deployed Oracle databases depend
heavily on the availahility of the information even in the case of adisaster. The good news is that
VMware'sinnovative virtualization leveraged with EMC CLARIiON storage technology helps overcome
all these challenges related to high availability.

Introduction

This white paper will outline how, using an Oracle 11g environment residing on EMC's CLARiIiON
storage, VMware Site Recovery Manager can help you:

e Accelerate recovery for the virtual environment through automation
e Ensurereliable recovery by enabling nondisruptive testing

o Simplify recovery by eliminating complex manual recovery steps and centralizing management of
recovery plans

This paper will introduce a short, simple approach to disaster recovery that uses Site Recovery Manager

and CLARIiON storage and replication software (MirrorView/A) to provide an effective availability

solution for the mission-critical Oracle 11g environment. Although only the database tier is discussed, Site

Recovery Manager coupled with the CLARIiiON MirrorView/A technology also applies to multi-tier

deployments as well.

The scope of the architecture documented here includes:
o A freshly installed Oracle 11g R1 database on Oracle Enterprise Linux 5.1 and EMC’'s CLARiIiON
CX4 storage

e  Storage array replication of LUNs (viaMirrorView/A) between two separate CLARiiON storage
systems simulating a primary and secondary site using the iSCSI protocol

e  Setup of aprotection group and recovery plan consisting of an Oracle 11g environment using
VMwar€'s Site Recovery Manager

e Performing nondisruptive test execution of arecovery plan

e Execution of adisaster recovery plan using Site Recovery Manager. This test included recovering an
Oracle 11g environment at a secondary site while the primary site was subjected to an Online
Transaction Processing (OLTP) load created by an Oracle test kit named OAST.
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Audience

Thiswhite paper isintended for EMC employees, partners, IT managers, storage architects, database
administrators, and consultants who are involved in planning for disaster recovery options for their Oracle
Database application deployments.

Terminology

CLARIiON consistency support: The logical concept of designating (and enforcing) a group of
CLARIiON storage LUNSs to be replicated by the replication software as a coherent set. The replication
action is performed automatically for all membersin the set. Either all memberswill be replicated, or none
will be replicated.

Consistency group: A set of mirrors that are managed as a single entity and whose secondary images
alwaysremain in aconsistent and restartable state with respect to their primary image and each other.

Fracture: A conditionin which 1/O isnot mirrored to the secondary image; this can happen when you
initiate the fracture (Admin Fracture) or when the system determines that the secondary image is not
reachable (System Fracture).

Logical unit number (LUN): A unique identifier that is used to distinguish among logical devices that
share the same bus.

Primary image: The LUN containing the production data, the contents of which are replicated to the
secondary image.

Promote: The operation by which the administrator changes an image’ s role from secondary to primary.
As part of this operation, the previous image becomes a secondary image.

RPO: Recovery point objective is the point in time to which data must be recovered as defined by the
organization.

Promote: The operation by which the administrator changes an image’ s role from secondary to primary.
As part of this operation, the previous image becomes a secondary image.

Secondary image: The LUN that contains a mirror of aprimary image LUN. This LUN must resideon a
different CLARIiON storage system from the primary image.

SRA: Storage replication adapters are created by each storage vendor to carry out specific storage functions
required by SRM.

SRM: VMware vCenter Site Recovery Manager isaplug-in for Virtual Center (vCenter Server) that helps
to automate the recovery process during a site disaster and eliminates the complexity of managing and
testing recovery plans to ensure a seamless recovery when disaster strikes.

VC: VirtualCenter (currently known as vCenter Server) provides a scalable and extensible platform that
forms the foundation for virtualization management. It allows IT administrators to centrally manage
VMware virtualized environments.

VI: Virtual Infrastructure unifies discrete hardware resources to create a shared dynamic platform while
delivering built-in availability, security, and scalability to applications.

Overview

EMC CLARIION CX4 series storage

The EMC CLARIiON CX4 UltraFlex™ series storage platform, launched in Q3 2008, is EMC'’ s state-of -
the-art midrange family of storage systems. The CX4 architecture delivers cutting-edge performance,
including the highest levels of resiliency and availability, tiered storage flexibility, and powerful easy-to-
use interfaces. The unique combination of flexible, scalable hardware design and advanced software
capabilities enables CLARIiON CX4 to achieve up to twice the performance and scale as the previous
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CLARIiON generation. With breakthrough architecture and extensive technological innovation, CX4 isthe
leading midrange storage solution to meet a full range of needs — from departmental applications to data-
center-class business-critical systems.

VMware' s Virtual Infrastructure featuring CLARiiON CX4 series storage furthers the benefits of VMware
by enabling and supporting new functionality such as VMation, Distributed Resource Scheduler (DRS),
High Availahility (HA), and Site Recovery Manager (SRM) that makes VMware Infrastructure 3 a
powerful solution.

-,
Viviware ESX Servers
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Ethernet
gl
iSCSI SAN
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Figure 1. EMC CLARIiON CX4 storage and VMware

For this VMware Site Recovery Manager and Oracle 11g use case, two CX4-480 storage arrays with
MirrorView/A are used. The CLARiIiON CX4-480 provides high-capacity networked storage that meets
the needs of demanding OL TP workloads and |large-scale e-mail environments. With the CX4-480 you can
scale seamlessly up to 471 TB of storage capacity and consolidate twice the workloads in one array asyou
can with other storage providers.

Note that the methodol ogies discussed in this paper for use with Oracle extend to all modelsin the
CLARIiON family that support MirrorView/A, including the CX*, CX3, and the latest CLARiiON CX4
series storage.

EMC MirrorView

EMC MirrorView is storage system-based disaster recovery software that provides end-to-end data
protection by replicating the contents of a primary volume to a secondary volume that resides on adifferent
CLARIiON storage system. It provides end-to-end protection because in addition to performing replication,
it protects the secondary volume from tampering or corruption by making the mirrored volume only
available for server access when it is promoted through Navisphere®. The flexibility of the CLARiiON
storage system does allow for the creation of both SnapView snapshots and clones of the mirrored volumes
if accessto contents of the volumeis desired at the secondary site without the disruptive promotion step.

MirrorView offers consistency groups, which is a unique consistency technology for the midrange market
that replicates write-order dependent volumes. Using this technology, MirrorView maintains write ordering
across the secondary volumes in the event of an interruption to one, some, or all of the write dependent
secondary volumes.

! SRM is supported on the original CX series through the RPQ process.
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Figure 2. EMC MirrorView configuration possibilities

Figure 2 shows the various MirrorView configuration possibilities with different protocols. It isimportant
to understand that there are two modes of MirrorView operation, Synchronous and Asynchronous.

Synchronous mirroring mode ensures that the data on the secondary CLARIiiON is bitwise tracking all the
production data. When changing data has to be kept in synchronization over significant distances,
application performance will be compromised.

For the solution discussed in the paper, we used MirrorView/Asynchronous mode. Because of its
asynchronous nature, MirrorView/A alows greater flexibility in terms of how far the replicated site can be
from the primary site. Depending on how much data change takes place and the quality of the replication
link, MirrorView/A makes replication between regional sites possible.

MirrorView/A isan ideal solution for customers with flexible RPO requirements where some datalossis
acceptable. For those with more demanding RPOs, the MirrorView/S option can provide a zero-data loss
solution for disaster recovery of database systems. In addition, since it is storage-based disaster recovery
software, applications and server resources can be dedicated to service users rather than being tied up to
perform backups.

For replication over longer distances, it may be more feasible and cost-effective to use arobust WAN link
rather than fiber. For CLARIiON models that offer both FC and iSCSI options, the replication can be
configured to use the iISCSI ports to natively send data over the IP network without the need for specialized
hardware that converts between FC and |P. The CX4 series storage systems come equipped with both
options standard.

VMware Site Recovery Manager

VMware Site Recovery Manager is a pioneering disaster recovery management and automation solution for
VMware Infrastructure. Site Recovery Manager accel erates recovery by automating the recovery process
and simplifying the management of disaster recovery plans by making disaster recovery an integrated
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element of managing your VMware virtual infrastructure. The solution ensures reliable recovery by
eliminating complex manual recovery steps and enabling nondisruptive testing of recovery plans. Site
Recovery Manager enables organizations to take the risk and worry out of disaster recovery, aswell as
expand protection to all important systems and applications. It integrates tightly with VMware
Infrastructure, VMware Virtual Center, and EMC’s MirrorView software to make failover and recovery
rapid, reliable, affordable, and manageable. Figure 3 shows a configuration involving Site Recovery
Manager and MirrorView.

Site 1 Site 2

Figure 3. Site Recovery Manager with MirrorView/A

Site Recovery Manager does not actually perform the replication for disaster recovery but facilitates the
setup, test, and recovery workflows. Site Recovery Manager relies on array-based replication using
MirrorView for the transport of data.  The communication between Site Recovery Manager and
MirrorView is managed by a storage replication adapter (SRA) provided by EMC. A single SRA is
available for EMC CLARIiiON MirrorView and allows for both MirrorView/S and MirrorView/A
functionality. Storage replication adapters exist on the Site Recovery Manager server and, once installed,
areinvisible for the duration of their use. Additional details about Site Recovery Manager setup and
configuration are covered in the VMware white paper Planning for the Unplanned.

Oracle Database 11g

Oracle Database 11g delivers industry-leading performance, scalability, security and reliability on a choice
of clustered or single servers running Windows, Linux, and UNIX. It provides comprehensive features to
easily manage the most demanding transaction processing, business intelligence, and content management
applications. It can serve as the database tier for amulti-tier client/server platform such as Oracle E-
Business Suite.

As previously discussed in the Oracle E-Business Quite Disaster Recovery Solution with VMware SRM and
EMC CLARIiiON white paper, SRM integrates seamlessly with MirrorView/S to replicate multi-tier
deployments. With MirrorView/A, the primary god isto ensure the database is restarted to a state that falls
within the specified RPO, so this paper focuses on the database tier only. Since the application tier is solely
dependent on the state of the database tier, SRM with MirrorView/A would be able to handle the recovery
of environments that include other tiers such as an application.
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EMC CLARIiON MirrorView/A
Applied Technology 8


http://vmware.com/files/pdf/partners/oracle-ebiz-srm-cx4.pdf
http://www.oracle.com/technologies/microsoft/index.html
http://www.oracle.com/technologies/linux/index.html
http://www.emc.com/collateral/hardware/white-papers/h5896-oracle-ebiz-suite-dr-vmware-srm-clariion-wp.pdf
http://www.emc.com/collateral/hardware/white-papers/h5896-oracle-ebiz-suite-dr-vmware-srm-clariion-wp.pdf
http://www.emc.com/collateral/hardware/white-papers/h5896-oracle-ebiz-suite-dr-vmware-srm-clariion-wp.pdf
http://www.emc.com/collateral/hardware/white-papers/h5896-oracle-ebiz-suite-dr-vmware-srm-clariion-wp.pdf

Solution design and setup

Architecture

Figure 4 highlights the infrastructure setup for this solution. The asynchronous mode of replication was
configured to use the iISCS| ports of the CX4 storage system. Although not depicted, a Linux host was
placed between the iISCSI connection of the storage system that allowed for variations in delays of the data
sent across the link. This allowed for the simulation of areal world replication over the IP network of
geographically disparate locations, which is the typical deployment scenario for MirrorView/A. Of course
the simulated distance (and corresponding latency over the link) should be compliant with EMC Pre-Sales
Qualification requirements for MirrorView using iSCSI or undesired and inconsistent behavior might be
observed during the mirror update process. If the MirrorView implementation used Fibre Channel rather
than iSCSI, the Pre-Sales Qualification is not needed for replication over longer distances.

Primary SeC(Sairtlg ary
Site

DB

OEL

VirtualCenter [[Coracle . ‘

5.1

Physical Server
Physical Server

Mirrored
LUNs and
SnapShots

(only
during Site

Failover)

Figure 4. Site Recovery Manager configuration with CLARIiON CX4-480 storage

Hardware and software
The following table lists the software and hardware used in the architecture.
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Table 1. Solution hardware and software requirements for primary and secondary sites

VMware
Virtual Infrastructure 3 Virtual Center Server 2.5
ESX 35
Site Recovery Manager Site Recovery Manager 1.0
EMC
Storage system CLARIiON CX4-480
Features and software MirrorView/Asynchronous
Storage configuration 13 LUNs:
LUN 1: 50GB, OSLUN for 1VM
LUN 2-7: 10 GB each, DataLUNs
LUN 8-9: 10 GB each, Online Redo Logs
LUN 10-13: 20 GB each, Flashback Recovery Area
OraclellgR1
Oracle11gR1 Virtual Machine 1
Database virtual machine (VM) name = "OEL5U1-Orallg"
2xvCPU
4GB RAM
Oracle Database 11g R1
Database SID = "oastoltp"
Storage is 13 x volume (13 x LUNS):
OSon1lxVMFSLUN
Dataon 6 x VMFS LUNs
Logson 2 x VMFS LUNs
FRA on 4 x VMFS LUNs
Dell
Servers running ESX Dell PowerEdge 2950
4 core (2.8 GHz)
16 Gb RAM
4 Gb QLogic HBA card

Here are the key points regarding the setup.

The ESX server at the primary site has a single database virtual machine that hosts the transactional
database that is accessed during the failover processes.

The Site Recovery Manager requires two Virtual Center servers. Oneresides at the primary site and
the second manages the standby site. For this solution, we used one ESX server that hosts the primary
and secondary site Virtual Center servers configured in virtual machines. However, it is abest practice
to separate primary and secondary site Virtual Center servers for disaster recovery practices.

EMC CLARIiON CX4 Fibre Channel storage arrays are used for primary and secondary site storage.
For datareplication, MirrorView/A is configured to replicate all 13 LUNs from primary to secondary
storage.

The EMC Storage Replication Adapter (SRA) isinstalled on the primary and secondary Virtual Center
servers. The EMC SRA:

= Automatically discovers the replicated LUNSs on the primary side.

Oracle 11g Disaster Recovery Solution with VMware Site Recovery Manager and
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= Facilitates a Site Recovery Manager test recovery workflow on the secondary site during failover -
the clone of replicated LUNSs (based on snapshots) including the VM clone is registered into the
secondary site Virtual Center server and is started.

The primary site containing the OEL 5.1 virtual machines is added to the Site Recovery Manager
protection group called "Primary_Oraclellg Protection Group." Obviously, this protection group is
created on the primary Virtual Center server.

At the recovery site Virtual Center, arecovery plan called "Oraclellg MV A Recovery Plan" is created.
Thisrecovery plan protects the “ Primary_Oraclel1g Protection Group” that is created at the primary
site.

Hardware configuration

Let uslook at the hardware configuration used in this paper. Configuration of the hardwareis carried out in
the following order:

Configure EMC storage arrays at the primary and secondary sites (each array per each site).

Create 13 LUNSs on the primary site storage and expose to the primary site ESX server. Create VMFS
datastores on those LUNs as follows:

= LUN1L: “VM_OS’ datastore OS virtual disks

= LUN2-7: “datal-6" datastore for the ASM data disk group

= LUNB8-9: “logl-2" datastore for the ASM redo log disk group

= LUN10-13: “FRA1-4" datastore for the ASM flash recovery areadisk group

Once the virtual machines are created and configured with operating systems and patches, install
Oracle 11g.

Install aVirtual Center 2.5 server on two Windows virtual machines on the appropriate ESX server.
These will serve as primary and secondary site Virtual Center servers.

Note: We used static | P addresses for this exercise. Use of DNS names is the best practice and highly
recommended.

Configure storage replication between primary and secondary site storage arrays by:
= Configuring MirrorView/A to replicate three LUNSs (Data, FRA, Logs, OS).

= With MirrorView/A, various update intervals can be configured to meet just about any RPO.
= Manual Update — Each update interval isinitiated by the end user through Navisphere Manager
or through Naviseccli.

=  Start of Last Update — After the specified time has been reached since the start of the last
update, anew update session is started. |f the update period itself takes longer than the
specified value, anew update interval will be started right after the previous session has
completed. This option can be used to maintain a specified time lag between primary and
secondary sites as long as the link bandwidth is able to push data across fast enough. This
option was used for the configuration of the mirrors used in thistest case.

= End of Last Update — This option starts a new update session after the specified time has
elapsed since the previous update completed. This option isideal for environments with a
lower rate of data change on the primary image and the RPO is more rel axed.

= Creating aconsistency group containing all 13 LUNSs. This unique feature ensures appropriate |/0
ordering at the remote site in case of failover.

= Creating SnapView snapshots of replicated LUNSs. These snapshots are used during the failover test
operation of Site Recovery Manager.

Install Site Recovery Manager on the primary and secondary Virtual Center servers.
Configure Site Recovery Manager (covered in subseguent sections).
= Configure primary/secondary connectivity, array managers, and inventory preferences.
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= Create a protection group on the primary Site Recovery Manager.
= Create arecovery plan on the secondary Site Recovery Manager.
= Edit the recovery plan and update virtual machine start order.

Site Recovery Manager installation

The Site Recovery Manager installation and configuration are fairly straightforward. At the primary site

and secondary site:

e |nstall a Site Recovery Manager server into a separate database instance on the same guest OS running
the Virtual Center server.

o Install the Site Recovery Manager Plug-in into Virtual Center.

e |nstall EMC Storage Replication Adapter (SRA).

For more information about Site Recovery Manager installation, please refer to Site Recovery Manager
product manuals.

Site Recovery Manager configuration

After installation, a Site Recovery Manager icon isvisible on Virtual Center and is accessed viaa VI client.
Figure 5 shows the primary VirtualCenter and defines the configuration steps required after the initial
installation.

[%) 10.13.172.22 - VMware Infrastructure Client
Fle Edit View Inventory Administration Plugins Help

a . = =) P & & 2

Inventory Scheduled Tasks ~ Events  Administrafion Maps Consalidation | Site Recavery

~ Site Recovery Manager ptug-in

= % Site Recovery Site Recovery for 10.13.172.22
T Protection Groups
% Recovery Plans

Summary AL e

Local Site Paired Site
VC Server: 10.13.172.22:443 VC Server:
SRM Server: 10.13.172.22:8095 SRM Server:
Site Name: Site Recovery for 10.13.172.22 Site Name:

Protection Setup

Usethe steps belowta configure,

Connection: Not Configured Configure | Break
Not Configured Configure

Not Configured Configure

Array Managers:

Inventory Mappings¥

Protection Groups: o Groups Created Create

Recovery Setup

Create recovery plans for protection groups on the paired site.

Recovery Plans: No Plans Created

Site Recovery Manager configuration steps

Recent Tasks X
Name Target Status Initiated by e Time | Start Time Complete
< >
7 Tasks @ Alarms Administrator A

Figure 5. Primary Site Recovery Manager server screenshot immediately after installation

As shown in the figure, execute the configuration steps to establish connectivity between the primary and
secondary site. At the primary Site Recovery Manager server:
e Configure a connection between the primary and secondary Site Recovery Manager servers.

e Configurethe array manager.

e Configure inventory preferences.
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e Create aprotection group "Primary_Oraclellg Protection Group" for the virtual machines at the
primary site. Only one protection group was created in this case because all LUNs for the virtua
machine were put into a single consistency group on the storage system.

At the secondary Site Recovery Manager server:

= Create arecovery plan "Oraclellg MVA Recovery Plan" consisting of “Primary_Oraclellg
Protection Group.”

= Because thereisonly one virtual machine in this protection group, no other configuration steps are
necessary. If there were application servers dependent on the database tier, prioritize the virtual
machine start order to start a database virtual machine ahead of the middle tier virtual machines.

Planning and testing

Disaster recovery testing is an interdisciplinary concept used to create and validate a practiced logistical
plan for how an organization will recover and restore partially or completely interrupted critical function(s)
within a predetermined time after a disaster or extended disruption. Thislogistical plan is commonly
referred to as the Business Continuity plan. An effective Business Continuity plan provides a smart
balance of business needs versus cost considering all therisk factors. It is beyond the scope of this paper to
detail al the aspects of building a master Business Continuity plan. However, it is nevertheless important to
discuss the importance of frequent testing of the disaster recovery plan. The old saying goes that any
disaster recovery plan isonly as good as your last (successful) test. Indeed, most disaster recovery efforts
have one or both of the following shortcomings: the team either spends an inordinate amount of effort
doing continual testing (not good), or — worse — neglects to test often, the result being an insurance
policy that doesn't pay off when you really need it.

So, what makes disaster recovery testing so hard? The simple reason isit's usualy very disruptive,
expensive in terms of resources, and extremely complex. Site Recovery Manager has the ability to create a
“virtual remote recovery image” — storage, virtual machines, even network connections— and test this as
awalled-off virtual entity, perhaps even co-resident with production apps that might be running at the
remote site. This ability to logically encapsulate and test a complete recovery scenario in a set of virtua
machinesis simply huge and saves significant time and resources. Site Recovery Manager also eiminates
the human error element, thus eventually making disaster recovery testing easier, better, and far more
frequently possible compared to the physical environment. Along with a user-friendly user interface to
manage disaster recovery tasks such as creating protection groups and recovery plans, Site Recovery
Manager also accommodates frequent testing of the recovery plansin a nondisruptive manner.

The recovery plan test for our solution is highlighted next. As part of the solution, EMC’s MirrorView
software provided the means to maintain asynchronous remote copies of production data with
MirrorView/A. Customers can ensure rapid, reliable disaster recovery by leveraging VMware SRM using
MirrorView/A software to simplify and automate disaster recovery setup, failover, failback and testing, and
to ensure the proper execution and management of recovery plans.

Recovery plan test using Site Recovery Manager

The following sequence is executed to validate the recovery plan test:

e Onthe primary site, ensure the database virtual machine is running. Start a transactional workload
generated by OAST using the command line.

e Start a Site Recovery Manager disaster recovery test on the secondary site for recovery plan
"Oraclellg_MVA Recovery Plan". The recovery steps that follow show that the Oracle 11g recovery
plan used in this test executes successfully in just afew minutes using SnapView snapshot
techonology.

e  Oncetherecovery plan test completes, click Continue to ensure proper cleanup.
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B 5.Recover Normal Priority Virtual Machines Success 3/30/2008 12:43:01 PM 3/30/2008 12:47:20 PM
B+ 1.Recover VM "OEL5U1 Orallg” Success 3/30/2009 12:43:01 PM 3/30/2009 12:47:20 PM
@ 1 ChangeNetwork Settings Success 3/30/2008 12:43:01 PM 3/30/2008 12:43:04 PM
B} 2.Pre-Power On Success 3/30/2009 12:43:04 PM 3/30/2009 12:43:04 PM
B 3.Poweron Success 3/30/2008 12:43:04 PM 3/30/2008 12:46:20 PM
& 4.Wait for 0SHeartbeat Success 3/30/2009 12:46:20 PM 3/30/2009 12:47:20 PM
#3] 5. PostPower On Success 3/30/2008 12:47:20 PM 3/30/2009 12:47:20 PM
- 6.RecoverLow PriorityVirtual Machines Success 3/30/2009 12:47:20 PM 3/30/2009 12:47:20 PM
& 7.RecoverNo Power On Virtual Machines Success 3/30/2008 12:47:20 PM 3/30/2009 12:47:20 PM
- [@] [ 8.Message: Test recovery complete, Fleasever...  Waiting forlnput 3/30/2008 12:47:20 PM [y — Testonly
B0 9. Cleanup VirtualMachines Post Test Testonly
B 1.Remove TestVM "OELSU1_Orailg” Testonly
L 1. Power0ff VM "0EL5U1_Oral1g” Testonly
(- [ 10.ResumeNon-critical Virtual Machines Testanly
E- @ 11.ResetStoragePost Test Testonly
L @ 1.ResetDisksforFProtectionGroup "Primar... Testonly
Message

EjContinue  Message:
Test recovery complete. Please verify the success of the test. When done, click Continue to clean up the test and return to a ready state.

< | =

Recent Tasks x
Name Target Status Initiated by - Time | Start Time ~
¥ Recompute Datastore Groups [ Datacenter @ Completed Administrator 3/30/2008 12:43:33 PM  3/30/2009 12:43:33 ... —
¥ Power On Virtual Machine G OELSUL Oral.. @ Completed Administrator 3/30/2000 12:43:04 PM  3/30/2009 12:43:04 ...
¥ Reconfigure Virtual Machine G OELSU1_Oral.. Completed Administrator 3/30/2009 12:43:01 PM  3/30/2009 12:43:01 ... a8
< | 3
& Tasks 9 Nams ) Adminisirator_/]

Figure 6. Recovery Plan test execution

As highlighted, Site Recovery Manager facilitates virtually nondisruptive testing of recovery plans. Next,
we will discuss the setup and flow for an actual site failover.

Site failover (disaster recovery) test

During adisaster, even asmall corner case may cause significant issues in bringing up the remote site.
Therefore, it is extremely important to test the failover while the database is under load conditions. In order
to represent arealistic scenario, we used an OL TP workload on the primary site. Once the workload is
started we alow any MirrorView/A update operation to complete, making the secondary MirrorView/A
mirrors come to a consistent state. We then initiate site failover from Site Recovery Manager on the remote
site. We use the following sequence to validate the site failover test:
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e Ontheprimary site, we start up the OAST workload. This generates the necessary resource
consumption for the VM while incurring database 1/0.

(%) OEL5U1_Oral1g on 10.13.172.16

Ele View UM
| p @& B comectFloppy1 @ Comectcomvni | 3 (@ B
-ga. Applications Places System & : ; M

oracle@esxraclvml:/opt/app/oracle/product/11.1.0/db_l/oast/home

Fle Edit View Terminal Tabs Help

OAST C Driver Version 1.1
Copyright {(c) Oracle Corporation 1994, 1995. All Rights Reserved.

Driver 6 - waiting 51 seconds
Process 6 created.

DAST C Driver Version 1.1
Copyright (c) Oracle Corporation 1994, 1995. All Rights Reserved.

Driver 7 - waiting 51 seconds
Process 7 created.

0AST C Driver Version 1.1
Copyright (c) Oracle Corporation 1994, 1995. All Rights Reserved.

Driver 8 - waiting 51 seconds
Process & created.

OAST C Driver Version 1.1
Copyright (c) Oracle Corporation 1994, 1995. All Rights Reserved.

Driver 9 - waiting 51 seconds
Process 9 created.

0AST C Driver Version 1.1
Copyright (c) Oracle Corporation 1994, 1995. All Rights Reserved.

Driver 18 - waiting 51 seconds

—Lﬁ oracle@esxracl... Hi oracle@esxracl... Hi oracle@esxracl... Hﬁ oracle@esxracl... ‘I I

@'q

Figure 7. OLTP workload submission
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o Verify thereis|/O activity going to the different LUNs using atool such asiostat.

J OEL5U1_Oral1g on 10.13.172.16 (=13
Eile View WM
00 | p 9| B connectFloppy1 (&) ComectcDOVD1 | {& (@ [
-ga. Applications Places System % § 2:00 PM Elo
oracle@esxraclvml:~ |
File Edit VMiew Terminal Tabs Help
sdi 9@8.50 4.00 12220.080 8 24440 [
5dj 11.88 4.00 1872.00 8 3744
sdk 12.58 4.00 1924.80 8 3848
sdl 8.00 4.00 1792.00 g 3584
sdm 8.50 4.00 1806.00 8 3600
dm-8 6.58 8.088 52.080 8 184
dm-1 g.88 8.08 e8.08 8 <]
avg-cpu: S%user %nice %system %iowait %steal %idle
75.41 8.08 24.59 8.088 8.088 8.088
JDevice: tps Blk_read/s Blk_wrtn/s Blk_read Blk_wrtn
sda 0.88 8.088 6.88 8 ¢}
sdb 178.861 1978.15 2320.40 3960 4664
sdc 138.81 1126.37 3749.25 2264 7536
sdd 145.77 1245.77 3024.88 25084 6080
sde 170.15 1731.34 3056.72 3480 6144
sdf 171.14 1787.46 3319.48 3432 6672
sdg 167.16 1667 .66 2571.14 3352 5168
sdh 9208.48 3.98 12814.93 8 25758
sdi 18088.46 3.o08 12863.68 8 25856
sdj 9.95 3.98 1958.21 8 3936
sdk 8.46 3.98 1914.43 8 3848
sdl 13.43 3.98 2837.81 8 4096
sdm 12.94 3.98 2085.97 8 4832
dm-8 0.88 8.088 6.08 8 2]
dm-1 0.80 B.00 6.08 8 ¢} ]
| oracle@esx... H B oracle@esx... H B oracle@esx... ” B oracle@esx... H crade@esx...l E_T T_ ﬁ

Figure 8. Verification of I/O activity to LUNs using iostat
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Check to make sure the remote mirror statusis consistent for all LUNs that are a part of the VM.

A Navisphere 6 - Microsoft Internet Explorer

File Edit View Favorites Toole Help

eﬂack - u) @ @ _:'h ;\sEarm 'ir\‘?FavuritEs & t’;' :; ] - |_,J i 3

Address [ http://10. 13, 172, 44/start il

v B ke 7 &

£ BX
[

Ele View Tools Tasks Window Help

=

| Enterprise Storage 1

MVA_LUN29 - Remote Mirror Properties (=]
=7l MVA_LUN28 - Remote Mirror Properties

| General || ] Primary Image | &) Secondary Image 0 |

ge System: CX440.
State: Consistent
Wﬁom Normal
Name: ~ |LUN 23
D: 28
10.000 GB

Provision

“General‘”:ﬂé_wlmary Image |

m

Storage System: CX44020

State: Consistent

m

Image Condition: Normal
LUN 23
23

10,000 G8
FC

Name:

D

Expand

m

Capadity:

Drive Type: Capadity:

m

Advanced Parameters
rUpdate Information
3% Synchronized: 100

m

Drive Type: FC

rAdvanced Parameter

Verify consistent state

rUpdate Information

Duration: 186 Seco| 9% Synchronized: 100

158 Seconds

Last Started: Mon Mar 30 18:47:12 PDT 2009
LastEnded: Mon Mar 30 18:50:33 PDT 2009

Duration:

rRecovery Policy— ~Synch

m

rRecovery Policy -Synchronization-Update Typ:

(%) Automatic @ Hi

m

(O Manual Update

(%) Start of Last Update: |10

() End of Last Update:

(%) Automatic (@) High

(O Manual (@1l

o
prBeoBeeBeeBeeBeeBeoBeeBeoBes

) Manual ) Medium

O Low

otmin [Adminstrator - Global] o B8 [5

&] Navisphere ® mnternet

Figure 9. Verification of consistent secondary mirrors using Navisphere Manager

Oracle 11g Disaster Recovery Solution with VMware Site Recovery Manager and
EMC CLARIiON MirrorView/A
Applied Technology

17



e  Check the current SCN and date recorded in a table created in the database for tacking purposes.

[% OEL5U1_Ora11gon 10.13.172.16

Eile Miew WM
0 b % | B ComectFloppy1 () ComectcODVD1 | {3 (@ A
s Applications Places System & = 215PM HB

oracle@esxraclvml:~

File Edit VMiew Terminal Tabs Help

7087214

31-MAR-09 02.09.02.417556 PM -07:80
7155994

31-MAR-09 02.09.43.426178 PM -07:00
7163723

31-MAR-09 02.09.48.247356 PM -07:080
7186389

31-MAR-09 02.10.02.164925 PM -07:00
7284935

31-MAR-09 02.11.01.819735 PM -07:00
7396602

UPSCN UPTIME

31-MAR-089 02.12.02.426857 PM -07:80
7519849

31-MAR-B89 02.13.21.941542 PM -07:80
7615017

31-MAR-09 02.14.03.8608917 PM -07:80
7757804

31-MAR-09 02.15.05.149278 PM -07:80

150 rows selected.

Disconnected from Oracle Database 1lg Enterprise Edition Release 11.1.08.6.8 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

You have new mail in /var/spool/mail/oracle

[oracle@esxraclvml ~]% I

oracle@esxracl... Hi oracle@esxracl... l oracle@esxracl... HE oracle@esxracl... ‘I I

@'

Figure 10. Check current SCN and timestamp of the database on the primary site
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e Onceeverything isverified, initiate a site failover test using the recovery plan on the secondary site.

(%) 10.13.172.23 - VMware Infrastructure Client

fle Edit View Inventory Administration Plugins Help
& a 2 +F & £
Inventory Scheduled Tasks Events Administration Maps Consolidation | Site Recovery
o o oo @ (o)
=% Site Recovery
T Protection Groups
& Recovery Plans
1 [Oraclei 1g_MVA R edi... {DRefresh
Name | Nte | Folder Compute Resource Network
Bh OEL5U1_Oralig PoNgred Off E‘sl Secondary Datacenter 10.13.172.17 VM Network
Recent Tasks X
Name | Target | Status < | Initiated by Time | Start Time ~
¥ RefreshHost Storage System B 1317217 Completed Administrator 3/31/2009 10:45:39 AM  3/31/2009 10:45:39 ...
¥ Recompute Datastore Groups [ Datacentes @ Completed Administrator 3/31/2009 10:45:44 AM  3/31/2008 10:45:44 ..
¥ RescanallHBA B 1317217 Completed Administrator 3/31/2009 10:45:16 AM  3/31/2009 10:45:16 ... &
& | X
& Tasks @ Alarms dminisirator /]

Figure 11. Site Recovery failover initiation
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e Oncesiterecovery iscomplete, log in to the Oracle instance at the recovery site and the check the table
for SCN and timestamp valesto ensure it falls within the RPO specified. Also check the ASM and
database instance logs to make sure that the recovery process completed properly.

(7 OEL5U1_Oral1gon 10.13.172.17 |Z“E”zl
Eile View WM

0l | p €| B ComectFloppy1 (&) ComectcoDvdt | 13 (@ [

-ga- Applications Places System % = 224PM o

oracle@esxraclvml:~

Fle Edit Miew Terminal Tabs Help
6305982 [

31-MAR-089 02.02.01.898593 PM -07:080
6369266

UPSCN UPTIME

31-MAR-09 02.03.01.549137 PM -07:80
6487471

31-MAR-089 02.04.02.519245 PM -07:80
6613664

31-MAR-089 02.05.02.440007 PM -07:80
6721484

31-MAR-09 02.06.02.211708 PM -07:80
6846168

31-MAR-09 02.07.02.8508546 PM -07:80
69760218

31-MAR-09 02.08.01.803281 PM -07:80

UPSCN UPTIME
7087214
31-MAR-089 02.09.02.417556 PM -07:80

134 rows selected.

Disconnected from Oracle Database 1lg Enterprise Edition Release 11.1.0.6.8 - 64
bit Production

With the Partitioning, OLAP, Data Mining and Real Application Testing options
[oracle@esxraclvml ~]% I —

(@] |8 oracle@esxraclvm1:~ || B oracle@esxracivml:~ |[ @ oracle@esxraclvm1 ~ | ] | ®

Figure 12. Check the recorded SCN and timestamp on the secondary site

e To ensure everything isfunctional and there are not any errors, check the alert logs for the database
instance and ASM instance (if present) for recovery messages. Additionally, query several tablesto
ensure there is no data corruption. In thistest case, anew workload is started against the database.
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Conclusion

In this paper, we demonstrated how VMware's Site Recovery Manager along with EMC’'s MirrorView/A
enable the design of a powerful yet simple disaster recovery solution. Built on the solid foundation of
VMware virtualization and CLARIiON CX4'srevolutionary technologies, this solution easily resolves
typical disaster recovery challengesin an extremely cost-effective manner while providing complete
flexibility. Using an Oracle 11g database environment residing on EMC CLARIiON storage, we
highlighted how Site Recovery Manager lets you:

e Accelerate recovery for the virtual environment through automation.
e Ensurereliable recovery by enabling nondisruptive testing.

o Simplify recovery by eliminating complex manual recovery steps and centralizing management of
recovery plans.

In conclusion, traditional disaster recovery solutions are slow and prone to failures because they involve
many manual and complex stepsthat are difficult to test, and require expensive duplication of the
production data center infrastructure to ensure reliable recovery. Working with CLARIiON storage
replication technology, Site Recovery Manager can help eliminate complexity and automate the disaster
recovery process so that customers can reliably recover from data center outages in hours rather than days.
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